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The International Journal of Digital Law and Governance is seeking
submissions for a special issue focused on Cybercrime, with an em-
phasis on the legal, regulatory, and governance challenges posed by
the digital era. This issue is inspired by the Draft United Nations
Convention against Cybercrime, released on 7 August 2024, which
provides a comprehensive framework for international cooperation in
combating cybercrime.

We invite scholars, practitioners, and researchers to submit original
research articles, case studies, and critical reviews.

Contributions are welcomed for — but not limited to — the following
major themes:

e Analysis of the Draft United Nations convention against cyber-
crime: In—-depth examination of the convention’s provisions, its
implications for national and international legal frameworks,
and potential challenges in implementation.

e International Cooperation and Law Enforcement: Strategies and
best practices for cross-border cooperation in cybercrime in-
vestigations and prosecutions.

e Emerging Trends in Cybercrime: Analysis of new forms of cy-
bercrime, such as ransomware and cyberterrorism, and the
evolving legal responses.

e Human Rights and Cybercrime: Ethical and legal considerations
in balancing cybersecurity measures with the protection of indi-
vidual rights.
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Submissions should be made through our online submission sys-
tem by 30 November 2024. All manuscripts will undergo rigorous
peer review to ensure the highest academic standards. For submis-
sion guidelines and more details, please visit our website.

For inquiries, please contact the guest editors at:
chengle163@hotmail.com; chengle@zju.edu.cn

Draft United Nations Convention against Cybercrime
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Ad Hoc Committee to Elaborate a
Comprehensive International Convention
on Countering the Use of Information and
C ications Technologies for
Criminal Purposes

Reconvened concluding session

New York, 29 July-9 August 2024

Draft United Nations convention against cybercrime

Strengthening international cooperation for combating
certain crimes committed by means of information and
communications technology systems and for the sharing of
evidence in electronic form of serious crimes
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AACIVLIS

21

Preamble

The States Parties to the present Convention.,

Bearing in mind the purposes and principles of the Charter of the United
Nations, [agreed ad referendum]

Noting that information and communications technologies, while having
enormous potential for the development of societies, create new opportunities for
perpetrators, may contribute to the increase in the rate and diversity of criminal
ies. and may have an adverse impact on States, enterprises and the well-being
of individuals and society as a whole, [agreed ad referendum]

Concerned that the use of information and communications technology systems
can have a considerable impact on the scale, speed and scope of criminal offences,
including offences related to terrorism and transnational organized crime, such as
trafficking in persons, the smuggling of migrants, the illicit manufacturing of and
trafficking in firearms. their parts, components and ammunition, drug trafficking and
trafficking in cultural property,

Convinced of the need to pursue, as a matter of priority, a global criminal justice
policy aimed at the protection of society against cybercrime by, inter alia, adopting
appropriate legislation, establishing common offences and procedural powers and
fostering international cooperation to prevent and combat such activities more
effectively at the national, regional and intemational levels,

Determined to deny safe havens to those who engage in cybercrime by
prosecuting these crimes wherever they oceur, [agreed ad referendum]

Stressing the need to enhance coordination and cooperation among States by,
inter alia, providing technical assistance and capacity -building, including the transfer
of technology on mutually agreed terms, to countries, in particular developing
countries. upon their request, to improve national legislation and frameworks and
enhance the capacity of national authorities to deal with cybercrime in all its forms,
including its prevention, detection, investigation and prosecution, and emphasizing in
this context the role that the United Nations plays,

Recognizing the increasing number of victims of cybercrime, the importance of
obtaining justice for those victims and the necessity to address the needs of persons
in vulnerable situations in measures taken to prevent and combat the offences covered
by this Convention, [agreed ad referendum)

Determined 1o prevent, detect and suppress more effectively international
transfers of property obtained as a result of cybererime and to strengthen international
cooperation in the recovery and return of proceeds of the crimes established in
accordance with this Convention,

‘Bearing in mind that preventing and combating cybercrime is a responsibility of
all States and that they must cooperate with one another, with the support and
involvement of relevant international and regional organizations, as well as non-

civil society academic institutions and
private sector entities, if their efforts in this area are to be effective,

Recognizing the importance of mainstreaming a gender perspective in all
relevant efforts to prevent and combat the offences covered by this Convention, in
accordance with domestic law.

Mindfl of the need to achieve law enforcement objectives and to ensure respect
for human rights and fundamental freedoms as enshrined in applicable international
and regional instruments,

Acknowledging the right to protection against arbitrary or unlawful interference
‘with one’s privacy, and the importance of protecting personal data,

Vasisim

https://mp.weixin.qg.com/s/dmVg3BmevBpal1s7rK4GIA

09/08/2024 11:31
Page 4 sur 6



REIRR L

https://mp.weixin.qg.com/s/dmVg3BmevBpal1s7rK4GIA 09/08/2024 11:31
Page 5 sur 6



https://mp.weixin.qg.com/s/dmVg3BmevBpal1s7rK4GIA 09/08/2024 11:31
Page 6 sur 6



